
Key Takeaways

To learn more about how Alessa can help your organization maintain compliance, visit www.tier1fin.com/alessa/

The OFAC SDN list is a tool. 
No regulations require screening against the SDN list but OFAC generally prohibits transactions involving an 
SDN, even if they are only acting on behalf of a non-blocked entity.
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The F in OFAC stands for foreign. 
That means no domestic terrorists, narcotics traffickers, and so on. There are a handful of U.S. parties on the 
SDN list but they are on it because of their association with a foreign sanctioned party or activity.

Document OFAC compliance program in writing.
Penalties are always the result of deliberate and intentional acts either to evade the sanctions altogether, or 
in the case of financial institutions, deliberately ignoring known weaknesses or processes. 

Be aware of these OFAC licenses.
There is no regulatory mandate but every U.S. business that has dealings with foreign parties should have an 
OFAC compliance program. A lack of a compliance program can result in sanctions violations and can be an 
aggravating factor when assessing penalties for violations. 

Beware of violations of the 50% Rule.
Any entity owned in the aggregate, directly or indirectly, 50% or more by one or more blocked persons is an 
SDN. The property of such entity is blocked regardless of whether that entity itself is listed on the SDN list.  
A U.S. person may not engage in any transactions with such entity, unless authorized by OFAC.

OFAC penalties are usually due to deliberate and intentional acts.
Penalties are always the result of deliberate and intentional acts either to evade the sanctions altogether, or 
in the case of financial institutions, deliberately ignoring known weaknesses or processes. 

Be aware of sanctions violation risks from ransomware payments. 
Companies that facilitate ransomware payments to cyber actors on behalf of victims risk OFAC violations. 
Contact OFAC if there is a reason to believe a cyber actor may be sanctioned. OFAC may grant a special 
license to make the payment, but don't count on it.
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